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Abstract. This paper aims to present a model of information security in the context of
the global pandemic "COVID-19". The world today is facing the "COVID-19"
virus that made life difficult for citizens and created the sense of insecurity for
the public around the world. The global pandemic "COVID-19" created a
challenging situation in all areas, especially in the field of public safety. This
situation challenged the work of educational, economic and in particular the work
of health and security institutions. Criminals of various profiles are exploiting the
fear and insecurity from the pandemic, especially those dealing with cybercrime
such as hackers and cyber criminals who are taking advantage of the situation to
attack computer networks, information systems, businesses and even global
organizations.With the spread of the coronavirus, the security of information in
Kosovo and the world has been endangered, because many profiles that spread
false news have been created and are mainly related to the new virus, or even
individual cyber-attacks and attacks on various companies have been
activated.The transfer of work from home to the office on one hand has created
facilities and security for employees because the fact that they work from home
offers greater security and prevents their infection with the virus "COVID 19"
but on the other hand it was followed by the risk of information security. Initially
hackers attempted to access various organizations through workers who work
from home, because at home the infrastructure for work is weaker.
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Itroduction
The information dates back from the development of human society.
The need for information was present in all periods during development
of the society.
It is well known that today, information with the information of society
is passing at a later stage, even, it may be said that we now live in the
society of As Rifkin points out, “We are not entering the era of access to
service and a network and selection in a series of transfer activity takes
place in space cybernetics and computer networking ”1.
The information and information security presents the most important
asset of all organizations and security agencies in general and national
security in particular.
However, there is a need for an increased security of systems, due to
various attacks on computer systems and networks, this as a result of
identified weaknesses on current information technologies by the
perpetrators. The criminal offences related to the security of the
information, represent the most serious challenges not only for the
national security and its institutions and agencies, but also for
international security agencies and global security.
The issue of existing problems related to information and criminal
offences related to information security, represent the most serious
challenges not only for the security agencies and national security of a
country, but also for the international security agencies and global
security.
More specifically, the information security is exposed towards threats
by criminal offences related to information security, committed by
various subjects in different forms, among others by unlawfully using
the technology and communication network.
While the criminal offences against the information security are not
categorised as traditional criminal offences, they are present in our
society. It is a disturbing fact that the criminal offences related to
information security are more distinct and in conjunction with other
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criminal offences such as: cybercrimes, terrorism, organized crime,
fraud, threats and other criminal offences that are punishable in Kosovo.
Based on the higher risk that the criminal offences present against
information security, all state mechanisms in general and security
agencies in particular, need to develop their information defence
architecture and its security. In this aspect, the purpose of securing the
information is to ensure the availability of data system and
confidentiality, so to disable unauthorised access to information and to
preserve the confidentiality of information during its transmission
through data verification and integrity.

The definition and relevance of information
Information is a notification that we receive for something; for
data of the work status in a specific field; for someone’s activity or for
an event.2 The term information derives from Latin (information),
meaning to give form, notification, explanation, education. In general,
information is any sort of notice or description, written or verbal
communication. The availability of information, familiarizing with the
information, and its efficient use, would serve in reaching objective and
efficient decisions in the field that each institution, organization or
individual covers.
Information security
The value of information derives from its owned characteristics.
When a characteristic of an information changes, it increases or
decreases the value of information. The characteristics qualified as
critical are the availability, the accuracy and the authenticity of
information.
Information security can be defined as defending information
from unauthorised access, transfer, modification and destruction by
accident or intent of information that one organization or institution
2
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possesses. The aim of information security is to ensure the availability
of systems and data; to ensure the confidentiality of information in order
to disable unauthorised persons in accessing; to ensure confidentiality of
information during its transmission; and to ensure data authenticity and
integrity.
Lastly, information security consists in defending from a wide
range of threats towards information and its critical elements of
confidentiality, integrity and availability as previously noted.
Threats towards information security
In the aspect of security information, the threat is described as an
object, person or other subject outside institution that presents a
continuous risk for a specified asset of information. The information
security may by threatened severely also within the institution, through
inappropriate politics applied in processing and storing information,
from negligence in maintaining electronic equipment, also from human
error at work.
Threats facing information security may be considered as threats coming
from outside and inside sources. The latest digital technology inventions
enabled use information technology to commit criminal offences related
to information security. The growth of electronic industry, expansion of
computer production and purchase by consumers increased the
probability of new forms of these criminal offences, while cybercrime
reached a global character. Some of the criminal offences are known as
cybercrimes such as: hacking, development and distribution of viruses,
software privacy, illegal downloading, identity theft etc.
Criminal justice aspect of criminal offences related to
information security
Comparative aspects of criminal offences related to information
security with special emphasis on the analysis of criminal offence
elements
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The Criminal Code provides fifteen criminal offences related to
information security. It is distinctive that some of the criminal offences
are directly related with the information security, while other criminal
offences are indirectly related to the information security. The criminal
offences related to information security foreseen in the Kosovo Criminal
Code are as follows:
Espionage
The criminal offence is carried out when; whoever
communicates, hands over a State secret or makes a State secret
accessible to a foreign country, foreign organization or to the person
serving them; whoever creates or directs an intelligence service, collects
classified data and supports such service that works for a foreign country
or organization operating in Republic of Kosovo. 3
Disclosure of classified information and failure to protect
classified information
According to article 132 of Kosovo Criminal Code, the offence
is described as an illegal action consisting of disclosing or failing to
protect classified information. The definition provides that the offence
is committed in two instances. In the first instance, the offence is
performed when the person discloses the classified information, while in
the second instance the offence is committed when the classified
information is not protected by the person and the failure to protect
enables unauthorised persons to be informed or have access to the
information.4
Infringing privacy in correspondence and computer
databases
Based on article 202 of Kosovo Criminal Code, the offence is
described as an illegal action consisting of opening a letter, telegram,
33
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facsimile or some other sealed document, package or electronic
communication of another person or in any other way that violates the
privacy of such materials or, without authorization, withholds, conceals,
destroys or delivers to another person a letter, telegram, facsimile, or
package of another person.5
Unauthorized disclosure of confidential information
According to article 203 of Criminal Code, the offence is
described as illegal action consisting of unauthorised disclosure of
confidential information by the attorney, a defence counsel, physician or
any other person that became aware of while exercising his or her
profession and that he or she is under legal duty to maintain as
confidential.
Intrusion into computer systems
Intrusion into computer systems it is considered the illegal action
that comprises a criminal offence when, whoever, without authorization
and with the intent to obtain an unlawful material benefit for himself,
herself or another person or to cause damage to another person, alters,
publishes, deletes, suppresses or destroys computer data or programs or
in any other way intrudes into a computer system.6
Misusing official information
According to article 423 of Kosovo Criminal Code, it is
considered the illegal action that comprises a criminal offence when an
official person misuses official information with the intent to acquire any
undue gain or advantage for himself or herself or another person.
Disclosing official secrets
According to article 423 of Kosovo Criminal Code, it is
considered the illegal action that comprises a criminal offence when an
official person who, without authorization, communicates, sends, or in
55
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some other way makes available to another person the information which
constitutes an official secret or obtains such information with the intent
to convey it to an unauthorized person.

Criminal offences related to information security committed
by use of information of technology
The latest digital technology inventions enabled use information
technology to commit criminal offences related to information security.
The growth of electronic industry, expansion of computer production and
purchase by consumers increased the probability of new forms of these
criminal offences, while cybercrime reached a global character. Some of
the criminal offences are known as cybercrimes such as: hacking,
development and distribution of viruses, software privacy, illegal
downloading, identity theft etc.
Cybercrimes
Cybercrimes are one of the main threats for global and national
security in general, and for the information security in particular.
The cybercrime is described as use of the computer, computer
system or its applications in committing an illegal activity. The computer
equipment may be used to commit crimes in three ways: as a tool, target
of a crime and as a tool and a target of a crime.
Criminal offences related to security of information, foreseen in
the law on prevention and fight of the cyber crimes
The criminal offences related to cybercrimes in Kosovo are
sanctioned under specific law- Law on Prevention and Fight of the Cyber
Crimes that foresees fifteen criminal offences.
Feeling of public insecurity in covid-19 pandemic circumstances
The Covid-19 coronavirus outbreak has now become a global
pandemic. Although it now appears to be slowing in China, the spread
of the disease is accelerating elsewhere, with the World Health
Organization recently describing Europe as its current `epicentre'.

Governments are reacting in ever more dramatic ways, closing borders,
imposing lockdowns and travel restrictions, shutting schools and
colleges, and banning mass gatherings such as sporting events.
Stay-at-home orders (lockdowns) have been deployed globally to
control COVID-19 transmission, and might impair economic conditions
and mental health, and exacerbate risk of food insecurity and intimate
partner violence. The effect of lockdowns in low-income and middleincome countries must be understood to ensure safe deployment of these
interventions in less affluent settings. 7
The way the crisis will run from here cannot be known. But alongside
the tragic human toll, it is already having considerable economic
impacts, posing major challenges to the global supply chain and certain
business sectors such as airlines, travel and leisure, and causing
significant stock market volatility and some precipitous falls.8
Speaking of technology, the crisis could also be the spur to look at
moving more systems and applications to the cloud - an area that insurers
have lagged other sectors in. With more people working remotely,
having systems in the cloud offers much greater bandwidth and capacity
than if staff are accessing on-premise servers remotely. This is an
opportunity for the insurance industry and could be the catalyst for this
movement. Actuarial modelling software, for example, often sits on
individuals' computers, as there are deemed to be security issues with
putting it in the cloud.

Cyber security in the time of coronavirus
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Cybercrimes are one of the main threats for global and national
security in general, and for the information security in particular.
The cybercrime is described as use of the computer, computer system
or its applications in committing an illegal activity. The computer
equipment may be used to commit crimes in three ways: as a tool, target
of a crime and as a tool and a target of a crime.
As concerns regarding the COVID-19 pandemic grow, computer
hackers are taking advantage of the situation to launch cyberattacks,
spreading insidious viruses of a different sort.
A huge percentage of personal laptops, printers, and other devices on
home networks have malware. The flight to “work from home” is
opening up many doors and windows for the bad actors to gain access to
corporate networks and sensitive data. My concern is that we’re
potentially going to have a wave of cyber incidents coming in the wake
of the coronavirus pandemic.9
COVID-19 has brought to the public conscience that a workforce shift
from office based to more remote work arrangements are likely more
permanent than temporary. One repeated issue that’s come up is the
increase in false positives in intrusion/risk alerts and complexity in
filtering the false positives from actual positives. Understanding
different scenarios that exist with remote working arrangements (for
example, a higher number of false positives due to work systems and
infrastructure access shifting from the office to home, hackers using the
disruption in normal work patterns to hide intrusion activities, etc.) will
help prepare in defining the right processes and picking the right systems.
COVID-19 may present a present data security crisis, but the truth is,
these threats existed before the pandemic. Current circumstances only
underline the importance of an organization’s BCP, incident response
plan, disaster recovery plan and other security monitoring plans – and of
9

.https://home.kpmg/xx/en/home/insights/2020/03/do-insurers-have-covid-19covered.html, date:10.10.2020

course picking the right critical software platforms and providers that are
adept at responding to a data security incident while minimizing business
interruption, including those that effect personnel. The cybersecurity
rules that were applicable prior to the COVID-19 are still in effect now.
Cybersecurity laws, regulations and procedures have not been lessened
as a result of this, and there is no indication that enforcement will be
curtailed or suspended at this time. The appropriate response to the
COVID-19 from a cybersecurity perspective is to continue to enforce
basic good cyber policies, procedures and auditing.10

Coronavirus phishing.
COVID-19 has opened a gate to hackers using the current
circumstance for nefariously purposes. Creation and spread of viruses"
The basic feature of this work is the creation and dissemination of these
destructive programs, the possibilities of which are the promotion and
transfer of forms ofvarious lesions in the systems where those viruses
are found .11 It is clear that phishing is any process designed to extract
datapersonal by the targeted victim. This is often done by e-mail. "A
scenario ofmay include the author of the work, who has created a fake
website,designed to look like a legitimate website, and a financial
institution.12
As with other major world events, the COVID-19 outbreak
represents an opportunity for malicious actors, from simple scammers
to government-backed hacker groups. Individuals and businesses
worldwide are now being targeted by phishing campaigns designed to
play on fear of the virus and of the lack of reliable information on the
outbreak. Extra vigilance should be exercised by all regarding any
communication, hyperlink, attachment or request for information
10
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relating to coronavirus. Warning your employees about this will reduce
the threat to them and to you.
Employees are human, and the news and media are full of stories of
those susceptible to targeted phishing, fraud and other cybercriminal
activities solely based on trying to get information on COVID-19, or
interests and concerns relating to the pandemic. While the topic of
COVID-19 may be new, the techniques and messages used to entice
individuals to click malicious links often remain similar to other scams
that are constant and persistent on the internet. Use the interest and
fervour around COVID-19 as another driver for security awareness by
alerting employees or others to these risks.
CONCLUSIONS
Based on the complex analysis and study of the security of
information in general and the criminal offences related to information
security in particular we have reached several conclusions and
recommendations that according to my opinion are useful and are
presented as follows:
-Information and its security jointly followed the evolvement of
the society.
-Currently, the modern society confronts the greatest technicaltechnology achievements. The increased use of information technology
in general and the internet in particular, including the tendency of having
a networking society, raise the risks that we confront today. The
development of information technology and use of internet in this
modern society enabled premeditated misuse of such achievements by
facilitating possibilities in committing criminal offences against the
information security.
-The information and information security area, requires national
and international cooperation and coordination, so to guarantee the
information security. The information security is a concern for all users

of information technology in the society. Specifically, the information
security is a priority issue in the society.
-The information security is an obligation for the entire which
can be achieved by building national and international cooperation
bridges in harmonizing legislation and joint effort in ensuring global
information systems, furthering developments of politics and procedures
in combating cybercrimes.
-Criminal offences against information security require a
specialized approach by the criminal justice institutions, law
enforcement agencies and prosecution office. Therefore, these
institutions need to develop their capacities in order to effectively
increase investigation in securing electronic evidences related to these
criminal offences.
-The Kosovo legal frame in the field of information security has
essential similarity with the EU legislation in general, and the Slovenian
legislation in particular.
-Considering the fact that criminal offences against information
security endanger all potential users of information technology
equipment and users of internet, therefore wide-ranging information
sources are suggested through training and education especially for the
youth, families, schools, civil society, and state institutions.
-The success in prevention of criminal offences related to
information security depends largely in the degree of received
information and knowledge of the youth in potential risks from the
crimes committed through unauthorized use of technology and
communication.
-The most practical forms to institutionalize a competent
information for the society in general and the youth in particular, is to
receive information on criminal offences related to information security,
organizing joint workshops with representatives of civil society, media
and security agency officials, organizing of awareness campaigns on
internet proper use.
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-The cybercrimes are mainly committed by persons having an
advanced knowledge of computer systems, mainly through computer
technology.
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